At the beginning of Seeing Like a State, James Scott writes that "the premodern state was, in many crucial respects, partially blind; it knew precious little about its subjects, their wealth, their landholdings and yields, their location, their very identity." It was, Scott argues, population registries, which, in conjunction with the introduction of surnames and the development of means for pinpointing the location of these persons, first made it possible for state officials to dream of a perfectly legible population. The collection of personal information-that is, information relating to identifiable individuals and their vital activities-is the sine qua non of diverse political rationalities: sovereign control of territory, the disciplinary fixing of individuals in social and geographical space, and the biopolitical cultivation of populations. However, the extent to which and the intensity with which such information can be used for any of these purposes depends on the ability to collect this information; channel it to the center of the organization, where it can be integrated with other information and analyzed; and then return it to the bureaucratic periphery, which is the site of encounters between the state administration and the individual citizen. In their original form, however, population registries simply represented * I would like to thank Carola Sachse and Janis Mimura, as well as the two anonymous reviewers for the JMH, for their comments and suggestions on earlier versions of this article.
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The collection of personal information-that is, information relating to identifiable individuals and their vital activities-is the sine qua non of diverse political rationalities: sovereign control of territory, the disciplinary fixing of individuals in social and geographical space, and the biopolitical cultivation of populations. However, the extent to which and the intensity with which such information can be used for any of these purposes depends on the ability to collect this information; channel it to the center of the organization, where it can be integrated with other information and analyzed; and then return it to the bureaucratic periphery, which is the site of encounters between the state administration and the individual citizen. In their original form, however, population registries simply represented snapshots produced by one-time or periodic censuses conducted for circumscribed purposes, and they were incapable of producing the continuous, individualized knowledge required by the modern state in order to make good on its claims to sovereignty and fulfill its obligation to promote the welfare and security of its people. What good, for example, does it do to have a registry listing the individual members of a population if the list cannot be kept up to date? If the state cannot continuously keep track of the mobile individual and make him or her into the object of administrative solicitude and control? If it cannot be assured that every individual is included in the registry, that every individual is counted only once, and that the proper distinctions are made both among citizens and between citizens and others? If it cannot be assured that all of the information needed by the state for its diverse administrative purposes is collected and made available to the relevant agencies in a complete and timely manner and in actionable form? And if it cannot be assured that every individual is uniquely identified and that personal information is attached to the proper biological individual? Solving these problems-problems where surveillance and information processing were two sides of the same coin-was crucial to the development of the modern state.
In the following pages I will argue that across the mid-twentieth century the German state was engaged in a vast legibility project to map its interior terrain and the lives of its population. The core administrative mechanism on which this project depended was a comprehensive, increasingly integrated, and ultimately computerized population information, identification, and control system. This system was comprised of a number of distinct technologies, including population registries and enumeration systems, securitized and eventually machine-readable ID cards and passports, and censuses and other population surveys. Its functioning depended on both the bureaucratic procedures that controlled the flow of personal information within the public sector and the new information and communication technologies through which these different sources of information were linked with one another. However, these developments were not uncontested, and I will argue that the consolidation of this system gave rise to a new form or domain of social politics, the politics of personal information; to new discourses on privacy, which became the primary means of theorizing the expansion of state population surveillance; and to a corresponding social movement, which sought to contest the expansion and intensification of population surveillance in the name of both individual autonomy and the collective needs of a democratic society.
In his work, Scott argues that the utopian aspirations associated with the functionalist aesthetic of high modernist social engineering were confounded by that peculiar form of local knowledge known as mētis, which was essential to the functioning of complex ecological and social systems, but which could never be adequately captured through the abstract schemata deployed by the state. Scott concludes that all attempts by the modernðizingÞ state-which was partially blinded by this ignorance, though in a different sense than that of its early modern preDiscourse on Privacy Protection in West Germany 317 decessor-to remake man, society, and the environment invariably proved to be dysfunctional and destructive. But when we turn to the actual development of population registration-something to which Scott pays only passing attentionAnthony Giddens proves to be a more useful guide. Giddens argues that modernity is characterized by four "institutional clusterings": industrialism, capitalist enterprise, heightened surveillance, and the consolidation of centralized control of the means of violence, each of which exists in dialectical relation to the others without being wholly reducible to any of them.
2 Not only does this formulation highlight the role of surveillance, information, and the power they generate in the development of the modern state and the modern enterprise. It also permits Giddens to argue that all societies in which surveillance-which he defines as the collection, storage, and dissemination of coded information about the individual members of the population and the subsequent use of this information to superintend and control their activities-is used in a reflexive manner to control the evolution of organizations and social systems are also, perforce, information societies whose modernity is directly proportional to the degree to which such information can be collected, analyzed, and applied. 3 However, these abstract, secular processes of social change always take place in specific historical contexts, which determine the specific political valences of the administrative power generated through the control over population information, and in this essay I will also explore what the development of this system can tell us about the political culture of Germany in the twentieth century.
The scholarly literature has addressed population registration in twentiethcentury Germany primarily in relation to National Socialism and the Holocausta question to which we shall return below. However, in the postwar years the fortunes of the country's population registration system were linked to the reform plans of the Social Democratic-Liberal ðSPD/FDPÞ coalition, which came to power in the fall of 1969. In addition to the normalization of relations with East Germany and the other countries of the Soviet bloc, the coalition was committed to a domestic reform program designed to extend individual freedoms, social justice, and democratic decision making to all spheres of social and economic life, including education, social welfare, marriage and family law, sexuality ðabortion and homosexualityÞ, criminal law, and industrial relations. All of these goals were bundled in SPD Chancellor Willy Brandt's challenge to "dare more democracy."
In the early years of the Cold War, economic planning had been reviled in West Germany as the symbol of unfreedom under both Nazism and contemporary state socialism and as the antithesis of consumer democracy, which Economics Minister ðand later ChancellorÞ Ludwig Erhard ðCDUÞ championed as the official ideology of the country's postwar economic miracle. However, West German attitudes toward planning began to change as the future increasingly came to be seen as something that could be made the object of conscious anticipation and rational control. The first signs of the new attitude toward social planning were already visible under the CDU/SPD Grand Coalition ð1966-69Þ, where they led to the establishment of a small planning staff in the chancellor's office in early 1967 and to the passage in June of that year of the Economic Stabilization and Growth Law, which marked the breakthrough in West Germany of Keynesian macroeconomic planning. 4 This law, which embodied the simultaneous commitment to economic growth, full employment, price stability, and a positive balance of international trade, provided both the economic foundation and the theoretical model for the broader social-liberal reform program.
As Gabriele Metzler has argued, the entry of the Social Democrats into government and the progressive articulation of the idea of anticipatory global planning brought about a fundamental transformation in the nature of political thinking. "Modern politics," she argues, "was politics that was rational, that used coordinated measures, that was oriented toward the future, and that rested on the broadest possible foundation of information, analysis, and prognosis." 5 This conception of politics as government rather than the exercise of sovereignty was predicated, as Metzler notes, on the creation of a store of social statistics that was larger, more expressive, and of higher quality than that currently available, on the expanded role of social scientific expertise in framing and interpreting such knowledge, and on the use of new technologies to collect this information and to model dynamic processes of social change so that politicians would be able to foresee more accurately the consequences of policy decisions. As we shall see in greater detail below, the most important federal initiative in the informational domain was the proposed Federal Population Registration Law ðBundes-meldegesetzÞ, whose purpose was to establish the legal infrastructure for the automation of the local population registries and their linkage to create a national population information system. This, together with comparable initiatives by the federal states ðLänderÞ, was the direct catalyst for the politicization of privacy at the turn of the 1970s and for the passage of the first privacy protection laws. 6 In Britain, the 1972 Younger Report declined-in contrast to developments in West Germany-to propose the codification of a general right of privacy, in part because of the difficulties involved in defining the concept, but also in part because threats to privacy emanating from the public sector were excluded from the committee's remit, even though many people regarded the potential infringement on civil liberties by the government as a
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The greatest political challenge facing West Germany in the 1970s was domestic terrorism, and there is no small irony in the fact that the coalition parties, which cast themselves as agents of democratization and liberalization, were instead forced to steer the country through a period of economic crisis and preside over an unprecedented expansion of the security apparatus. Although their reform program sought to make resocialization, rather than expiation of guilt, into the basic principle of the criminal code, the rise of domestic terrorism forced the administration to pay greater attention to the repression of those who refused this offer of social reintegration. Less than a year after assuming power, the coalition put forth an Action Program for the Modernization and Intensification of the War on Crime, a document that provided the blueprint for its security policy for the remainder of the decade. The two parties, which were always struggling with the lessons of Weimar, relied on the concept of militant democracy to reconcile intensified repression with the rule of law and the principles of parliamentary democracy 7 -a precarious undertaking that led many on the left to question the coalition's priorities. The immediate co-optation of the proposed national population registration system by the police and the intelligence agencies, whose own surveillance capacities were also being expanded and modernized during these years, led many to believe that this system, which had originally been touted as a means of social emancipation, was in reality intended to serve repressive ends.
The cornerstone of the government's internal security program was the modernization, expansion, and professionalization of the police. Although the states jealously guarded their autonomy in the area of policing, this modernization program led to a massive expansion of the Federal Criminal Police ðBundeskrimina-lamtÞ and to an uneven and contested expansion of its powers. The creation of a national police information system ðINPOLÞ, which was rolled out in November 1972, represented the most significant expansion of police surveillance capacity during the 1970s. The police and intelligence agencies wanted to be able to use INPOL for electronic access to the information contained in the population registries, and beginning in the early 1970s officials began to allude to what they called the "security aspects" of the population registration law. sons why the members of the Red Army Faction ðRAFÞ were initially able to elude capture for so long was that they had broken into a number of city halls and population registry offices and stolen blank ID cards and passports, along with the seals used to authenticate these documents, and they were so successful in this that Andreas Baader later bragged that "the RAF has its own population registry office." 9 The antiterror strategy developed in the 1970s focused on disrupting the logistics of the terrorist groups and, as the police called it, "drying out the swamp" of sympathizers, whose support-which included "lending" identification documents to the active members of terrorist groups and helping them satisfy their logistical needs-made it possible for these persons to maintain their underground existence. The police regarded a more robust population registration and identification system as the key to achieving this goal, and one of their top priorities was to supplement the nascent electronic registry system with a tamper-resistant, machine-readable ID card.
These attempts by the West German state to render its population more visible and accessible exemplify larger developments whose significance extends beyond the immediate confrontation with the RAF. On the one hand, identity and locality are mutually implicating concepts, and both are essential to the concept of territoriality and the exercise of state power.
10 What this means is that the population registration system, which documented both the precise location where the person was to be found within the country at any given moment and the administrative information relevant to that person, could not be separated from either the securitized ID card, which was intended to insure that this information was attached to the proper body, or those bureaucratic mechanisms that controlled both the passage of persons across the borders of the state space within which persons became subject to these registration regulations and their subsequent movement within that space.
On the other hand, in the contemporary world, secure and electronically readable identification documents have come to serve as the primary interface between the physical individual and the network of interlocking, mutually authenticating databases that collectively define his or her administrative identity. Ultimately, ID cards perform the same integrative, identificatory, and control purposes on the bureaucratic periphery that ID numbers facilitate at the core of such institutions, and together this assemblage of population and telecommunications technologies has made possible what sociologist David Lyon has called "governance Discourse on Privacy Protection in West Germany 321 by identification."
11 If it had not been possible to verify individual identity at a distance and insure the instantaneous flow of information from the bureaucratic periphery to the center and back again, the administrative power generated by the population registries would have been much more limited.
Moreover, in the 1970s police surveillance was not limited to terrorists and their suspected sympathizers. All of the major parties worried that the country might be subverted from within by the long march of the New Left through its political institutions. In response, in 1972 the coalition adopted a policy ðknown alternately as the radicals decree or the BerufsverbotÞ requiring that the private lives and political attitudes of all applicants for civil service positions be routinely screened to insure that they were willing to actively support the "free democratic constitutional order." Between 1972 and 1975 the domestic intelligence agencies investigated approximately 430,000 persons. 12 Although only a fraction of a percent of these persons were dismissed or had their employment blocked, the real importance of this policy lay in its deterrent effect.
By the end of the 1970s, the continued development of the population registration system, the initial controversies over the new ID card, the modernization of the police and intelligence agencies, the development of new surveillance practices that operated at the margins of the law and often made use of the new information and communication technologies, and the radicals decree had all combined to give rise to a pervasive fear that the Federal Republic was being transformed into an authoritarian surveillance state. 13 These concerns were driven to new heights by the events of the German Autumn: the kidnapping of the industrialist Hanns Martin Schleyer on September 5, 1977, the extraordinary measures taken over the following weeks to locate him, the October 13 hijacking of a Lufthansa flight by Palestinian terrorists collaborating with the RAF, the rescue of the passengers in Mogadishu by the elite counterterrorism group GSG 9 ðwhich had been formed after the Palestinian attack on Israeli athletes at the 1972 Olympic gamesÞ on October 18, the death that night in the high-security Stammheim prison of three of the founding members of the RAF, and the subsequent killing of Schleyer himself. These fears about the surveillance state, which would eventually coalesce around the 1983 census, 14 steadily undermined the democratic credentials of the Social Democrats. Erosion of public support for the party, together with the structural crisis of the economy and growing differences between Social Democrats and Liberals over economic policy, helped pave the way for the political realignment of 1982/83 that brought the Christian Democrats back to power in coalition with the Liberals.
These developments also provided the context for the debate over population registration and for the politicization of computer privacy. Although my story will reach back to the early years of the twentieth century, I will focus on the continuities between these earlier state formations and the Federal Republic, leaving aside developments on the other side of the intra-German border. The political parameters of surveillance and privacy in East Germany were so different from those prevailing in the West as to render pointless any direct comparison. Moreover, it was the Third Reich, rather than East Germany, that provided the most important point of reference, both positive and negative, for West German debates over population registration, though within the totalitarianism paradigm the Third Reich could easily function as a rhetorical surrogate for the Stalinist societies to the east. 15 
Population Registration in the Third Reich and the Early Federal Republic
With a small number of exceptions, population registration has figured only peripherally in histories of state formation in twentieth-century Europe. 16 The most important study of population registration as a global phenomenon is the recently published volume Registration and Recognition, edited by Keith Breckenridge and Simon Szreter. The contributions to this volume collectively challenge the widely accepted view that links writing, knowledge, and population registration to the growth of state power in the transition to European modernity. Instead, the editors argue that population registration derives from the universal need for recognition among the members of all social groups, that it "lies at the centre of the process of 'textually mediated organisation'," which Giddens regards as characteristic of the modern state, and that registration "has been the crucial primary instrument for realizing entitlements and secondary rights, wherever they exist, by providing this fundamental condition of recognition." However, the editors also distinguish between population registration, which has historically fallen within the purview of a wide variety of non-and substate actors, and population enumeration, which they argue has had more explicitly disciplinary effects.
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The difference between registration and enumeration has undoubtedly eroded over the twentieth century as centralized states have become the primary agents of population registration, and the most influential study of population registration and other population technologies in modern Germany portrays them as instruments of racial discrimination, disciplining, and exclusion. In The Nazi Census, which was researched and written during the 1983 census boycott, Götz Aly and Karl Heinz Roth broke new ground in describing the population technologies employed by the Nazis to identify discrete elements of the population, locate them in space, mobilize some for war, and ship others-those who were deemed racially inferior, unproductive, or otherwise incapable of being integrated into the community-off to concentration and death camps. Aly and Roth argued that these technologies were, if not distinctly Nazi, then at least intrinsically repressive, and they uncovered important continuities in personnel between Nazi-era population experts and the men who shaped the statistical policy and institutions of the early Federal Republic. and the messier realities of wartime economic planning, which, he maintains, was ultimately inspired by a very different intellectual tradition. 20 My intention here is less to intervene in this debate than to argue that, although many of the key innovations in the history of population registration and identification in Germany may have been made by the Nazis, these were not necessarily peculiarly Nazi measures. Instead, I suggest that the Nazis sought to make extensive use of the new national population registration system not only as the basis for policing and social control, which was facilitated by the absence of both the rule of law and effective controls on the exercise of power by a totalitarian state, but also as a multifunctional database for social ðand militaryÞ administration. As a result of their efforts to mobilize society for war, they had to wrestle with the informationprocessing problems raised by such a system. Their efforts represent an important line of continuity between the earlier history of population registration and the population registration law proposed at the end of the 1960s, which attempted to solve these problems within the framework of postwar constitutional democracy while making use of information-processing technologies that were not available before the war.
The first thing to bear in mind, especially for American readers, is that population registration is a common continental phenomenon, not something peculiarly German, and that the introduction of conscription, compulsory labor mobilization, and food rationing during the first half of the twentieth century required the comprehensive registration of the population by all belligerent nations as they struggled to meet the political and administrative challenges of mobilizing their populations for total war. In Great Britain, for example, which lacked a population registration system on which to build, national registration was introduced during World War I, only to be abandoned at the end of hostilities and then reintroduced at the beginning of World War II. The policy then remained in force until 1952, when it collapsed for lack of a continuing military rationale. 21 In the United States, the Selective Service system was introduced in 1917 in conjunction with the draft, 
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and during World War II a general population registration system was considered, but rejected. 22 In contrast, population registration was central to the governance of the Soviet Union from the very beginning.
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In addition, Nazi-era reforms of population registration and identification look very different when they are embedded in a longer history of state making than they do when we follow Aly and Roth in viewing them primarily as instruments of the Holocaust. The history of population registration in Germany reaches back to the dawn of the modern era. On the one hand, the parochial registration of births, deaths, and marriages represented the most primordial means of documenting membership in the local community and establishing eligibility for the rights and privileges associated therewith, most notably the right to charity and poor relief, which from the sixteenth century onward was increasingly understood as a responsibility that the community owed to the local poor-and to them alone. On the other hand, the counterpart to these communal privileges was the fear of outsiders, who were regarded both as potential burdens on the community and as sources of crime and disorder. The origins of the German population registration system can be traced back most directly to the practice, deployed by the absolutist state in its never-ending efforts to control these threats, of requiring that all "outsiders" be registered with the local police.
It is impossible to write a general history of population registration across the nineteenth century. 24 It was the responsibility of the individual states to register the population. In addition, the states themselves were committed to a decentralized approach, which left local officials the freedom to adapt registration requirements to the specific conditions prevailing in countryside, town, and city. Nor was there any mechanism for tracking individuals as they moved within and between states. Although the initial efforts to harmonize state regulations broke down in 1904/06, in 1928 representatives of the federal and state interior ministries agreed upon a set of guidelines to be employed in revising the population registration regulations of the individual states. These guidelines then formed the basis of both the regu-lations issued in 1930 by the Prussian government and the January 1938 Reich Population Registration Ordinance, which was the first national population registration law. 25 How did this system operate? The Reich Population Registration Ordinance, which linked registration to the occupation of a residence, rather than to legal residence, required all individuals to notify local authorities that they were moving and obtain a certificate of leaving that noted their intended future residence. Individuals were then required to register with the authorities in their new residence within one week, and to do so they had to show identification and present the certificate of leaving. In both instances they had to obtain a countersignature from the landlord verifying that they had, in fact, moved out of their old residence ðor into a new oneÞ. Since the turn of the century, business groups had been calling for the institution of a general system of backward reporting ðRückmeldungÞ, which would have required the population registry offices to determine the previous residence of every new resident and inform officials there of where the individual had eventually settled. This would have enabled the state to monitor the individual's movement through time and space and would have made it much more difficult for suspect populations, including criminals, political radicals, and, in particular, bad debtors, to escape their pasts. As part of a 1904 reform, the Prussian government had required registry officials to notify their counterparts in the person's previous place of residence if they had reason to believe that these officials did not know where the person had actually settled. However, in 1904 and again in 1930 the Prussian government rejected a universal backward reporting requirement as burdensome and unnecessary.
The Nazis, however, had different priorities, and they regarded a rigorously enforced universal system of backward reporting as an essential tool for systematically registering the population, mobilizing it for total war, and implementing their racial policies. Such a mechanism, which was described as the "backbone" of the entire system, could not have been implemented before 1936, when the establishment of a unified national police service created the bureaucratic infrastructure needed to transform the registries into a seamless, nationwide population surveillance and control system. The Nazis did not mince any words about the importance of the registration system in facilitating the work of the police. The stated goal of the new population registration system was the "more complete registration ½Erfassung" of the population and their location, 26 and the postcards that were to be used by registry officials to let their counterparts know where the newcomer had actually settled also asked the police in the person's previous place of residence to let them know if the individual was wanted for a crime or questioning or whether the person had a criminal or political past that would merit closer surveillance. However, at the same time that they were enhancing the repressive potential of the registries, the Nazis were also expanding their role in collecting the information needed by the civilian administration. Registry offices were, accordingly, expected to provide information regularly to a number of other public offices, including tax offices, the Reich Statistical Office, local government ðconcerning compulsory immunizations, schooling, etc.Þ, alien registration offices, vehicle registration offices, and Nazi party offices.
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The Nazis also developed a number of other population technologies and bent existing ones to serve new ends. A national ID card ðKennkarteÞ and a population enumeration system ðalbeit one that enumerated ID cards rather than individualsÞ were both introduced in 1938. Even though a census had been conducted in 1933, a second one was conducted in 1939. The 1939 census included two supplemental questionnaires: one to identify persons of Jewish ancestry, and another to collect information on occupational training.
In addition, as part of the plan for mobilizing the population for total war, a new registry, known as the Volkskartei or National Registry, was established in 1939. 28 The Volkskartei supplemented the population registries with a parallel registry of the local population by age cohort and sex. It also included such militarily and industrially relevant information as occupation, whether or not the person was registered with the local labor office, educational history, experience abroad and knowledge of foreign languages, the possession of special industrial, technical, or scientific knowledge and skills, the ability to operate a motorcycle, motor vehicle, or airplane, and dates of service in the military or the Reich Labor Service. Colorcoded tabs-corresponding to specific pieces of information-were to be attached to the cards to facilitate their manual sorting according to selected criteria.
The military, the Reich Labor Service, and the party youth organizations all depended on the registration of the population by age cohorts. Before the establishment of the Volkskartei, they relied on the population and civil registries to identify their target populations. However, not only was it laborious to search through all of the registry cards in order to identify the individual members of the target age cohort; the task was complicated even further by the fact that the population and civil registries both listed women and children under the head of the household, rather than as individuals in their own right. Much of the value of the Volkskartei lay in the fact that it enabled officials to disaggregate the household into its individual members and then reconstitute the local population on the basis of age cohort, sex, and other criteria that could be used to mobilize these people for the specific tasks for which they were deemed best suited. The value of the Volkskartei was further enhanced by the fact that it provided a means for validating the comprehensiveness and accuracy of both the population registries and the registries maintained by other government offices, especially the Labor Ministry.
This proliferation of registries, censuses, new filing techniques, and counterchecks among the many registries of population information represented an attempt to solve the problems of large-scale information management in the precomputer age. The main problem was that the information needed by the security agencies, the military, and economic planners-as well as the architects of the final solution-was not contained in the population registries. But even if it had been, the registries were organized alphabetically, and these paper files could not easily have been sorted according to criteria other than name or linked together in the manner of later integrated information systems. Given the state of technology at the time, separate censuses dedicated to collecting the information needed for specific purposes seemed to be the best way to meet the informational needs of the state. 29 Since the 1930s, the military had been using punched cards to monitor raw materials and factory production, and, as manpower problems became more acute in the course of 1943, officials in the central automated data processing and reporting department of Albert Speer's omnicompetent Armaments Ministry sought to extend this system to production workers themselves. The problem, these officials noted, was not so much taking a one-time census of the workforce as processing the steady stream of changes needed to keep the information up to date, 30 and they proposed assigning every resident of the Reich a national ID number ðReichspersonal-NummerÞ in order to facilitate the automated processing of such information using punched cards. Since these numbers could notin the precomputer era-be used to access electronic databases containing the personal information of the individual, the card itself was designed to contain the most essential data pertaining to the productive and military function and status of the individual. In this way, the unique identifier and the relevant information on the person would be physically connected via the medium of the card itself ðfig. 1Þ, and elaborate procedures were proposed to insure that this information was kept up to date. The defeat of the Nazis brought an end to this brief phase of intensive innovation, and the breakup of the centralized national police resulted in the devolution of the population registries to the local civilian administrations. However, the idea of abolishing the population registration system and ID card requirements instituted since 1938 does not seem to have occurred to either the Allies or the Germans themselves. As Aly and Roth note, popular perceptions regarding the legitimate role of the German state in monitoring and collecting information on its citizens were permanently altered during these years, 32 and Mara Loveman has felicitously characterized the process whereby these registration, identification, and control practices came to be seen as natural attributes of the state as "the primitive accumulation of symbolic power." 33 However, there was a lively debate over both the relative importance of the welfare administration and security functions of the registries and the role of population surveillance in a democratic society. Civilian officials claimed that the original security function of the registries had been definitively eclipsed by their growing importance for local government. As one provincial governor explained, "the city hall, not the police station, is the administrative center of the community. . . . Today local administration cannot be imagined without the population registries because of their value for many branches of municipal government." 34 Yet the Social Democratic chief of police in Dortmund insisted that the registries remained "the most fundamental element" ðUrzelleÞ of public security, which could not be left in the hands of the civilian administration without endangering public safety. 35 Although differences over hospital and hotel reporting requirements blocked the passage of a national population registration law in the 1950s, state laws insured the continued functioning of the local registries, and in 1950 the Bundestag did approve a national law that required all persons subject to statelevel population registration requirements to possess an ID card. However, the legislature took account of what it called "psychological" considerations and declined to require that the card include the holder's fingerprints. This was where 32 Aly and Roth, Die restlose Erfassung, 141; Nazi Census, 146. 33 "Civil registration lies at the heart of the modern state's extractive-coercive power, facilitating rationalized systems of conscription and taxation. It is also central to the modern state's symbolic power, conferring control over the legitimate means of individual identification," Mara Loveman, "The Modern State and the Primitive Accumulation of Symbolic Power," 
Database Nation: Planning and the Hessian Privacy Protection Law
West Germany was an early mover in the field of privacy protection. Although reactions there to the expanded use of the new information and communication technologies for the collection of personal information were undoubtedly colored by memories of how population registries had been used by the Nazis ða connection that was later made explicit by the census protestersÞ and by their sensitivity to the existence of a totalitarian state on German soil, the main reason why West Germany moved so quickly is that it was the first country to make widespread use of computers for such purposes. However, there was no West German Sonderweg in the field of privacy protection, which was a trans-Atlantic movement. The real dividing line was the one separating the countries of continental Europe from the United States, where sexuality and reproduction were the foundation of privacy rights, but where personal information has enjoyed far less protection.
The Federal Privacy Protection Law ðBundesdatenschutzgesetz, or BDSGÞ was being debated at the same time as the Federal Population Registration Law, and these laws represent two halves of the same walnut. However, parallel to these developments at the national level, state and local governments were also moving ahead with the automation of their information-and labor-intensive administrative tasks and creating information systems, which could use the information generated by these administrative processes as the basis for social planning. Although the federal population registration and privacy protection laws should in theory be discussed in conjunction with one another, the connections between planning, information, data linkages, and privacy were much less visible in the debates over the federal law, which presumed an awareness of these issues but pivoted around a different set of questions, than they were in debates at the state level. 36 These connections can be clearly seen in the developments leading to the passage of the 1970 Hessian Privacy Protection Act. Not only was this the world's first computer privacy law; Hessen was also the only state to pass such a law before the Brandt administration had made clear its intention to inwere keenly interested in restoring the universal system of backward reporting because this gave them immediate access to the criminal history of suspect individuals, and they even wanted to expand registry notations to include additional information they believed was potentially relevant for criminal investigations. 36 These issues included the relation between the concept of the private sphere and that of informational self-determination, the problems involved in balancing between the right to information and the legitimate privacy rights of the individual, and the question of whether there was a need for government regulation of the collection and use of personal information in the private sector.
troduce a national law. That decision sidelined other states, which were reluctant to pass their own privacy laws before the parameters of the proposed federal legislation had become clear.
The event that precipitated the passage of the Hessian law was the 1969 decision to establish both a state Central Data Processing Office ðthe Hessische Zentrale für DatenverarbeitungÞ, which would absorb a state data processing center created in 1965, and a set of regional centers to handle the data processing needs of local governments. 37 Although all of the parties represented in the state legislature ðthe LandtagÞ supported the proposal, it did raise several important issues. First, what was envisioned here was an integrated system in which the state government would be able to access directly information collected by local government and held in the regional data processing centers. While this was essential to rationalizing administration and eliminating the costly process of collecting the same information for different purposes, legislators were concerned that the subordination of the regional centers to the state and the resulting loss of control over their own information would hollow out the constitutionally guaranteed autonomy of local government. Second, there was an equally visceral fear that the proposed system would further aggravate the imbalance between the information available to the executive and that available to the legislature. Ultimately, provisions were inserted guaranteeing that the autonomy of local government would not be infringed upon by the system and that the data stored in the regional centers could only be accessed by its owners; however, the Landtag did not succeed in securing direct access to the information contained in the system.
But the debate over the centers also raised two additional questions. First, the director of the central data processing center feared that the citizen would see "himself faced with an anonymous robot bureaucracy, whose inner mechanism he cannot comprehend" and that this lack of understanding would transform the latent tension between the citizen and the administration into a general crisis of trust. 38 The second issue was privacy. The debate over both the data processing centers and the proposed privacy protection law was littered with references to Orwell. As one politician wryly noted, not only had the data center law created a Big Brother in the form of the central data processing center; it had also createdin the form of the regional centers-a series of Little Brothers.
39
One of the best early analyses of the underlying privacy problem and its relation to social planning came from Hessian Minister President Albert Osswald ðSPDÞ. In a speech that he delivered at the dedication of the Hessian Central Data Processing Office, Osswald explained that, in a highly differentiated society, developments in one domain invariably affected other domains and social subsystems and that, therefore, an overall vision or plan was necessary in order to connect, coordinate, and orient the conflicting elements of this complex whole. "In this sense modern social policy," he explained, "is a policy of conscious change and planned social transformation" for which comprehensive information was the sine qua non. To anticipate social problems and guide social development, the planned Hessian Planning Information and Analysis System would have to be able to model real social processes, and the goal was to collect the necessary information on population, infrastructure, the economy, land use patterns, and local government activity so that the administration could understand the long-term effects of policy decisions that, in view of the complexity of industrial society, could not always be anticipated without the aid of these technologies. 40 The catch was that modeling these interdependencies required linking personal information across these functional domains. In the past, Osswald noted, the public agencies to which the individual had revealed his personal information as the condition for enjoying public services had possessed only a limited functional and geographic competence; the information that they collected was held only in paper form; and each agency had a more or less proprietary attitude toward its own files. These features insured a modicum of privacy and served as a bar to the "omniscience" of the state. However, all of this changed with the development of integrated information systems. Now, the individual citizen could no longer tell who was accessing his personal information or for what purpose it was being used, and these problems were being amplified by the new telecommunication technologies, which were also eroding the privacy protections inherent in the older way of doing things. As a result, Osswald concluded, "it has become possible in principle to peer into the private sphere and manipulate the information gained thereby." If, as Lyon has argued, "all societies that are dependent on communication and information technologies for administrative and control processes are surveillance societies," then it was precisely at this moment that West Germany was becoming such a society. 42 The question was how to meet the dangers associated therewith. The Hessian administration initially considered proposing the creation of a "trust commissioner" ðBeauftragter für VertrauensschutzÞ to watch over the operation of the system and insure that personal information, as well as that of local government, was not being used in improper ways. However, Hessian officials soon decided that it would be better to address the problem in a separate law, which would enable them to formulate the idea of privacy protection in the computer age in an abstract, general manner rather than linking it to the specific issues involved in regulating the data processing centers.
The privacy protection law that was approved by the Landtag in July 1970 contained provisions prohibiting unauthorized access to personal information, reaffirming the confidentiality of such information, guaranteeing citizens the right to have incorrect information corrected, and providing for legal recourse in case the individual was injured by unauthorized access. These protections extended to all documents that were compiled for the purpose of automated data processing ðboth mechanical, i.e., punched cards, and electronicÞ, to all of the information stored in such systems, and to the results of the processing of this information. The most innovative aspect of the law-one that would later be emulated by the federal government and the other states-was the decision to create a privacy commissioner ðDatenschutzbeauftragterÞ to monitor the compliance of the public administration with the law and provide expert opinion in the area of privacy protection. 43 Like the other early data protection laws, the Hessian law was primarily intended to insure that personal information that was processed was accurate and that the confidentiality of this information was protected against unauthorized access, disclosure, and use. 44 As we can see from Osswald's arguments, Hessian lawmakers still defined the privacy problem in terms of its relation to the repres- 42 Discourse on Privacy Protection in West Germany 335 sive power of Big Brother and his ability to peer into and invade the private sphere, and they did not consider the normal use of personal information within integrated information systems and the kinds of power that they generated as problems requiring legislative action. As a result, the law did not specify in detail either the conditions under which information could be collected, stored, and processed or the circumstances under which government agencies were authorized to make use of the personal information contained in the system. Such questions were inherent in the operation of integrated information systems; they were essential to the circumscription of informational privacy; they were major points of contention in the drafting of the Federal Privacy Protection Law; and they surfaced immediately in conjunction with the Federal Population Registration Law.
The Federal Population Registration Law: Planning, Information, and Public Discourse on Computer Privacy
Planning was the master concept in the political discourse of the Federal Republic from the mid-1960s to the mid-1970s. However, there was a second concept closely related to planning that has received much less scholarly attention: information. Information was the "stuff," the raw material, with which planners worked. The population registries, along with the census and the microcensus, were the most important source of such information in West Germany, and the proposed Federal Population Registration Law was the most important attempt to modernize and expand the collection of population information by the state. Although government agencies at every level held vast quantities of information on individual citizens, these card files and individual dossiers were organized to meet the administrative, regulatory, and revenue-generating needs of the agency that produced them; information pertaining to a specific individual could not easily be linked across agencies, aggregated and analyzed for planning purposes, or acted upon; and, as a result, each agency created more work for itself and the public by collecting and maintaining all of the information needed to carry out its own duties. Integrated information systems promised to bring about a revolution in administrative practice: by linking across functional domains the discrete pieces of information pertaining to specific individuals, such systems promised to increase efficiency, generate new insights and new information, and thereby transform information processing from a bureaucratic burden into a political resource. In the words of a Siemens report describing the integrated information system planned for the state of Bavaria, the great advantages of electronic data processing can only be fully realized when the data and information that are accumulated in the different branches of the public administration are no longer separately registered and processed. Integrated data processing, in which data is stored only once and then made available to all other users, is the decisive factor for the efficient and functional use of such technology. . . . In such an integrated information system, administrative activity will be carried out, thanks to the practically unlimited capacity to record, process, and disseminate information, in such a manner that the results of traditional administration will be generated more rapidly and economically and a qualitatively new dimension will be brought to the process of decision making at every level of administration. 45 The key to this change was the introduction in the second half of the 1960s of third-generation computers, which employed integrated circuits and randomly accessible memory, and advances in communications technology, which permitted the networking of computer databases and decentralized, real-time access through the use of cathode ray terminals. What glimmered in the eyes of the proponents of such systems was, according to one commentator, "an unimaginably perfect information exchange . . . in which every possible notation regarding every citizen inconspicuously comes together, fills up electronic file drawers, and can be called up at any time. . . . Today, the goal of every bureaucracy can only be-and, in fact, is already-to deposit in a central location all of the information that it has at its disposal and then to have it served back up for every imaginable purpose according to its needs." 46 This was the informational program of West German high modernism-one not without plausibility or appeal. Even as the conservative Frankfurter Allgemeine Zeitung warned against the dangers of Big Brother, the newspaper felt no need to distance itself from the expectation that the introduction of a national ID number would make it possible to envision a "broad panorama of rationally conceivable developmental possibilities for the needs of man." 47 The proponents of social planning often spoke of the pivotal role of information in modern society. In the words of a memorandum commissioned by the Interior Ministry to explore the legal issues relating to privacy protection legislation, "information rules our entire life and cannot be thought away without destroying the foundation for progress, the economy, the state, and individual citizens. Society is itself virtually made possible by information ½Gesellschaft wird durch Information geradezu erst konstituiert. for Scientific Political Advising argued in a 1969 memorandum to the planning department of the chancellor's office that the modern polity had to be understood as "a multidimensional formation, which is responsible for a nearly infinite spectrum of specific tasks and possible ways of fulfilling them. This polity can only fulfill its responsibilities if the state, as ½Karl Deutsch has shown, is held together through communication and if it is organized in such a manner that it continuously channels data from its domain of responsibility so that this data is used both to fulfill its responsibilities and to monitor and adapt its performance." For the modern state, "how it continuously secures, renews, and rationalizes its informational basis, how it masters and guides the informational avalanche flowing from its domain of responsibility, how it establishes and maintains communication and forestalls disruptions of both the overall system and individual subsystems, especially those resulting from disruptions of communication and gaps in information," was a matter of life and death. 49 These ideas were echoed by members of the planning staff, who argued in 1969 that in such a social system "the intensity of the exchange of knowledge is decisive for the progress of society." 50 This conception of politics as planning was often described as a system of information, feedback, and control, though the precise nature of this feedback mechanism was seldom made explicit. In this cybernetic worldview, the state ceased to be an entity standing over and against society and, instead, became a controlling or regulative force-that is, a government-immanent in the movement of society itself. From here it was only a small step to the characterization of government agencies as "information processing centers" ðInformationsverarbeitungsstät-tenÞ-a characterization that was meant to be taken quite literally. 51 The problem was that the linkage between planning, information, emancipation, and modernity was so compelling that, at least initially, privacy was hardly conceived as a problem.
In the 1940s, innovations in the use of information processing technology had been driven by the desire to control the population more closely. However, causality was reversed in the 1960s, when the introduction of a national ID number became necessary in order to take advantage of advances in information technology and fully capture the efficiencies they promised. Nevertheless, administrative efficiency and population legibility were simply two different languages for describing the same phenomenon, and officials promoted the former so energetically in no small part because it also furthered their long-standing desire to enhance the latter.
The idea of a national ID number had been in the air since at least the beginning of the 1960s. The introduction of service numbers by the Defense Ministry in 1960 and social insurance numbers in 1964 to facilitate the automation of largescale, repetitive administrative tasks made a national ID number seem like a logical, though not uncontested, next step, and the idea insured a steady flow of public comments across the decade. Although Interior Ministry officials were aware of Nazi experiments with national ID numbers, 52 their initiatives in this area owed more to contemporary needs than to institutional continuities, and in 1967/ 68 a number of factors came together to force the issue. In addition to the armed forces and the social insurance funds, many other large public bureaucracies, such as the postal service and the national railroad, had also begun assigning numerical identifiers to their employees and beneficiaries, and large retail firms had begun doing the same for their customers. Moreover, by that point approximately 120 cities had begun to assign unique numerical identifiers to their residents in conjunction with the automation of their population registries. 53 When representatives of federal, state, and local fiscal authorities agreed in the summer of 1967 to introduce a preliminary ID number for use in the automation of the tax system, the Interior Ministry was forced to act. 54 The population identification system that was proposed in April 1968 was far more ambitious than a mere tax identification number. The ministry hoped that the proposed national ID number, whose introduction was one of the central goals of the law, would serve as the cornerstone for an integrated population informa-tion system that would shed the repressive stigma associated with the registry system in the past and transform the registries into the informational foundation for civilian administration and social planning. 55 The basic principle of this integrated information system was that all of the administratively relevant information pertaining to a specific individual should be collected once and only once and then stored in a single location, where it could then be made available in up-todate form on an as-needed basis to all other users, who would thus be in a position to make use of and update this information. The local population registries were chosen as the central node of this information system because they held 90 percent of the personal information needed by the administration, and the goal of the proposed Federal Population Registration Law was to create the conditions for the efficient use of electronic data processing for such purposes.
The Federal Population Registration Law was explicitly conceived as an information law. Although the original purpose of the population registration system was, as we have seen, to facilitate the policing of the population, the architects of the draft saw themselves as continuing the transformation, begun with the 1938 Reich Population Registration Ordinance, of the registries into a multifunctional source of information for the civilian administration, and they argued that these administrative and social functions had, as a result of ongoing efforts to rationalize public administration, assumed such a prominent role that it was necessary to provide explicit legal authorization for this function. 56 Consequently, §1 of the draft stated that the task of registry officials was "to collect, administer and make available to other offices-unless otherwise specified by law-the personal information on every resident needed for the lawful fulfillment of public obligations. The exchange of personal information is to be encouraged and facilitated ½ist zu fördern."
In the past, the absence of a common identifier and the limitations of paper technology had multiplied exponentially the labor and cost involved in collecting the same data in multiple places and keeping it up to date, and the introduction of a national ID number was intended to solve these problems. The number was to be assigned at birth and accompany the individual from cradle to grave and beyond. However, the ID number could not perform its functions unless it were properly assigned, and procedures were established to insure that every resident was issued a number, that they were only issued one number, and that no number was issued to two different persons. The proposed ID number served three different functions in this system: it connected information to a specific person; it provided a criterion for sorting through information; and it was the basis for rec-ord linkage or the integration of information from diverse sources. 57 Although the use of the ID number promised huge efficiency gains, these efficiencies would not materialize unless these ID numbers were widely used. It was understood that government offices would be entitled to require that individuals provide their ID numbers in order to receive public services, 58 and officials felt that the promised efficiency gains would exert an irresistible pressure ðSachzwangÞ that would force any other government agency ðand private firms as wellÞ that exchanged large amounts of information with the registries to make use of the number.
59
This system enhanced the surveillance capacity of the state in at least three respects. First, the issuance of the ID number and its connection to identification cards and passports further intensified the state monopoly over the legitimate means of identification established by the creation of a national ID card in 1950 and enhanced the ability to identify and locate specific individuals. Second, the law called for the establishment of state-level registries, which were expected to transcend their role in monitoring the issuance of the numbers to become fullfledged population identification and information databases. 60 This was something that had never been attempted before, at least in Germany. Moreover, there were plans afoot to link these state registries to create a national population registration system, a prospect that the police were eagerly eyeing. Third, the law reinstituted-in electronic form-the universal backward reporting system that had been established by the Nazis but that had collapsed at the end of World War II, and thus reestablished a mechanism for tracking the movement of individuals within the space of the state.
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The draft did not systematically address the privacy question. It stated that the collection, administration, and exchange of personal information by the registries was not to infringe upon the legitimate privacy concerns ðschutzwürdige BelangeÞ of the individual, but it did not define what these interests were or what would constitute an infringement. However, whatever concrete constraints might have been read out of this statement were undercut by the provision that information pertaining to an individual could be exchanged with other offices if this informa- 57 61 The kind of integrated population information system envisioned by the administration was realized to a large degree by the state-level system rolled out by Rhineland-Pfalz in 1971. See Joachim Stöckle, "Die Automation des Einwohnermeldwesens im Rahmen eines Datenfernarbeitungssystems," IBM-Nachrichten 21 ðOctober 1971Þ: 897-904.
Discourse on Privacy Protection in West Germany 341 tion was needed to carry out their duties. 62 Although ministries and state agencies were constitutionally required to provide each other with information needed for the performance of their responsibilities, this doctrine of Amtshilfe had always been interpreted to mean that such information would be provided on a case-bycase basis based on a review of the particulars by the office providing this information. However, the new technical possibility of automated access without human intervention reinforced the programmatic commitment to the exchange of information, and the law appeared to abandon the principle of case-by-case review in favor of generalized access to registry information across the public sector.
Initially, the public was positively disposed toward the ID number. According to a 1972 survey, 70 percent of the population approved of the number, 16 percent opposed it, and 14 percent were undecided. 63 To sell the idea to the public, the administration pointed out that a number of other countries-ranging from the Benelux and Scandinavian countries to Israel and South Korea-already used such numbers. They even approached East German officials to inquire about the possibility of establishing a common enumeration system in case of future reunification, though nothing ever came of this proposal.
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In the 1950s and early 1960s, mainframe computers were primarily regarded in West Germany from the perspective of their potential impact on employment. Beyond this, relatively little is known about West German attitudes toward such machines and their discursive positioning in Cold War Europe. 65 However, it is important to avoid painting these attitudes in excessively dark tones in order to establish the prescience of later critics. In the 1960s, many people were fascinated by the capacity of these machines, an attitude that is playfully mocked in figure 2 , where the man in the right foreground facing the reader says to the other manwith regard to their colleague, who is on his knees praying to the machine before a makeshift altar-"it really is an astonishing computer, but Müller's veneration goes a bit too far for my taste. The potential dangers posed by computers and the proposed computerized population information system were conceptualized in four distinct ways, though these different tropes often circulated in conjunction with one another. The first focused on how the concentration of so much personal information in the hands of the state, together with the greater speed with which this information could be electronically accessed and disseminated, was increasing the potential repressive power of Big Brother. The second formulation-one that was closely related to the Orwellian problematic of the first-emphasized how the integration of so many distinct pieces of personal information was making it possible to "invade" the individual private sphere and degrade the individual by rendering him transparent to those who controlled this information. The third combined a humanistic emphasis on individuality and autonomy with apprehensions, inspired in equal parts by a diffuse Cold War anxiety about totalitarianism and an amorphous antipathy to technological determinism, toward the cold, impersonal logic of computer algorithms; these attitudes, which might be characterized as a variety of the "agency Discourse on Privacy Protection in West Germany 343 panic" described by Timothy Melley, focused on the alienation of the individual by the new technologies and his degradation to a mere object of manipulation by planners, technocrats, and their expensive electronic toys. 67 The fourth honed in on the contradiction between the limitless informational demands implicit in the logic of efficiency and the procedural protections against such arbitrary state action mandated by the rule of law-and on the ways in which the unthinking primacy accorded to the former in these debates was threatening the privacy and liberty of the individual.
If the cartoon in figure 2 reflected the fascination with computers, this fascination also had a darker side. Since the 1950s, public discourse had been shaped in part by the Cold War fear that computers could come to exercise a dictatorship over the individual that was no less pervasive and unfeeling than the totalitarian system on the other side of the Iron Curtain. A softer version of this argument reflected the fear that people might come to be ruled not by the very machines created to serve them, but indirectly by the numbers they generated. 68 Even the Frankfurter Allgemeine Zeitung warned that the use of mainframe computers by the state harbored "indirect tendencies toward the totalization of the state, schematization, and the degradation of the human person," though the newspaper noted that these dangers should lead to appropriate precautions rather than to the prohibition of these new technologies. 69 But, increasingly, the debate was shaped by a growing understanding of the specific issues raised by the use of integrated information systems for population registration. In the spring of 1969, just as the first draft of the law was being circulated, the Bundestag passed a resolution asking that the administration insure that the use of new information technologies for the collection of personal information by state and local government did not encroach upon the private sphere.
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The administration responded to these concerns in a number of ways. Officials felt compelled to refute the idea that the ID number represented a dehumanizing substitute for a personal name, 71 ðFDPÞ initially tried to deflect concerns about its privacy implications. The introduction of the ID number, he argued, did not represent "a conceivable encroachment upon the private sphere of the individual" because the linkage of personal information from diverse sources had already been possible using manual methods; it had simply not been economical in the past. It was computerization, he insisted, not the ID number, that had altered the economics of such linkages. The only real danger to individual privacy, Genscher argued, was the misuse of the computer, and this was something that could be prevented through proper safeguards.
72 Despite these disclaimers, pressure from all parties forced Genscher to concede that a broader privacy protection law was needed and to agree that the new population registry law would not be passed before such protections were in place. This was the origin of what would become the Federal Privacy Protection Law, and from this point onward population registration and privacy protection were joined at the hip.
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Public concerns about the privacy implications of the proposed population registry network were also heightened by the expansion of police surveillance described above and by uncertainty about the kinds of information that might be contained in such integrated systems. In a 1973 article entitled "100445301111," Der Spiegel speculated that the ID number might enable the state to bring together information on income, educational history ðincluding such things as grades, IQ test results, and teacher evaluations, i.e., all of the information that in the United States was protected under the 1974 Family Educational Rights and Privacy ActÞ, ethnicity and race, criminal history, participation in demonstrations and other political activities, unconfirmed ðand unverifiableÞ accusations, speculation, and subjective judgments by the police and intelligence agencies, psychological dispositions and job skills, reading habits, and vacations, as well as medical and reproductive information and information from labor offices, municipal utilities, motor vehicle registration bureaus, hospitals, schools and universities, and the social insurance funds. The prospect that the ID number might be used in the private sector opened up the possibility that such a system would be able to draw on information from credit reporting agencies, travel agencies, mail order companies, dating and marriage counseling services, and banks. Young women often went abroad for abortions for fear that their actions would somehow find their way into police computers and later come back to haunt them. As the jurist Ruprecht Kamlah, author of an important early study of American privacy law, explained, "the only reason the state is not omniscient is because many of its agencies are unaware of the information possessed by other agencies." What people feared was that the proposed ID number would make it possible 72 Drs. 6/598, 5-6. 73 Discourse on Privacy Protection in West Germany 345 to link together "at the push of a button" the discrete pieces of personal information that had been gathered from diverse sources for utterly disparate purposes to form an extremely problematic "profile" of or "dossier" on the individual and then instantaneously disseminate this information to other persons, who could then use it for all kinds of illegitimate and nefarious ends.
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Identical concerns had already been voiced by the Frankfurter Allgemeine Zeitung, which in 1969 had written that one city of 500,000 already maintained 126 manual registers, and "now ½the citizen will have to reckon with the possibility that, by means of a 'central computer' ½and the proposed ID number, all of the 126 agencies that maintain these registries will be able to acquire a full mosaic picture of his person." The newspaper warned that such computer networks "could make the person transparent to an unbearable degree." 75 One of the most penetrating-and hilarious-critiques of such state-sponsored population surveillance came from Diethart Kerbs, at the time a lecturer at the Pädagogische Hochschule in Berlin-Lankwitz. At Christmas 1973, Kerbs distributed a mock questionnaire from an imaginary agency with an ominous-sounding name: the Federal Bureau for the Electronic Registration of Personal Information ðBundesanstalt für datenmäßige PersonenerfassungÞ. 76 The directions explained that, according to a recent decision by the Bundestag, every citizen would soon receive an individual control number that would guarantee the total registrationin computer-compatible format-of information pertaining to his or her personal circumstances for the purpose of establishing a Federal Resident Dossier, which would be available to the police and security agencies "at all hours and without delay." The defense of the free, democratic constitutional order, the questionnaire continued in language that was redolent of the categorical assertiveness of the Nazis in security matters, required the "total informational transparency" ðtotale datenmäßige DurchsichtigmachungÞ of each and every citizen. While the 74 "100445301111-Das Schlimmste von King Kong," Der Spiegel, no. 48 ðNovem-ber 26, 1973Þ, 66-87. This concern about how ID numbers and integrated information systems could facilitate the construction of dossiers and thus denude the individual before those who controlled such databases had aroused sharp opposition since the late 1960s. See Gerd Brüggemann, "Werden die Bürger durch Knopfdruck 'durchsichtig'?" Die Welt ðJune 25, 1969Þ, and "Der große Bruder," FAZ ðDecember 11, 1974Þ. Others, however, emphasized the increased efficiency, transparency, accuracy, and accessibility that computers brought to public administration. See Burckhard Lutz and Klaus Dill, "Die Verwaltung, der Computer und der Bürger," in Der Mensch und die Technik, Beilage to Süd-deutsche Zeitung ðSeptember 18, 1969Þ. 75 Kühnert, "Tücken der Computer." The Germans were also receptive to criticisms of ID numbers coming from abroad. One frequently cited work was John Brunner, The Shockwave Rider ðNew York, 1975; German ed., 1979Þ. 76 The questionnaire is found in BAK B106, Nr. 45484. This was the only public protest against the ID number that had so far come to the attention of the relevant state and federal officials.
optimal control of the individual would be insured through the complete collaboration of all public and private entities that collected personal information, the flier explained, the corresponding transparency of the state for its citizens would have to take a back seat for the foreseeable future. Persons who opposed the undertaking would, like Jews in the Third Reich, have to wear a cloth "A" ðfor anarchistÞ on their clothing, and those who refused would be sent to a work camp.
The questions ranged from the basic ðname, address, family membersÞ to the expected ðDo you take drugs? Do you own books by Marx, Engels, Lenin, Mao, Brecht or other authors hostile to the democratic state?Þ to the playfully subversive ðAre you homosexual/heterosexual? If yes, why? If not, why not?Þ. But it also contained a number of questions that had in fact been used by authorities to assess the political reliability of applicants for civil service jobs: Do you live in a communal residence ðWohngemeinschaftÞ? Have you ever actively participated in strikes? Did you ever run for student office in college? Are you a member of a political organization? If so, which? Have you ever been the subject of a police investigation? Have you ever hit a police officer? Do you frequently sign resolutions? Have you ever associated with anticapitalist persons or organizations? If so, which? Many of these questions were intrusive and their answers intrinsically prejudicial ðas they were intended to beÞ, and there was ample reason to be concerned about the collection of such information by a state that was fundamentally suspicious of so many of its citizens.
However, the main participants in the debate over computer privacy were politicians, officials, representatives of the police and intelligence agencies, legal scholars interested in the new issues raised by computers, computer and information scientists, and representatives of the entire gamut of organized interest groups who participated in the country's system of corporatist consultation. There was strong support for privacy legislation in all of the major parties, though there were also persistent lines of cleavage within them. Both the Liberals and the Christian Democrats had to balance between business wings that were concerned about both the costs of complying with privacy legislation and its implications for the way they did business, on the one hand, and those wings of their parties concerned primarily with privacy and civil liberties, on the other. However, the general public did not become broadly interested in the question until the end of the decade.
In light of continuing criticism, in May 1974 the Bundestag domestic affairs committee held a public hearing on the draft Federal Privacy Protection Law and the privacy aspects of the Population Registration Law. The testimony at this hearing pitted two important values against each other: efficiency and privacy. The representative of the Central Bureau for Efficiency in Local Government Administration linked the growing need for personal information to the changing nature of the state and the expanding scope of its activity. "The more that the center of gravity of the tasks for which the administration is responsible is displaced from acts of sovereign control and the protection of individual rights Discourse on Privacy Protection in West Germany 347 against infringements by others ½Hoheits-und Eingriffsverwaltung to the promotion of individual welfare ½Daseinsvorsorge," he argued, "the more that increasingly detailed information is required-information that may also reach into the intimate sphere of the citizen." For the cities to fulfill their planning and social service responsibilities, he insisted, "the unrestricted provision of the personal information required by local government is-to the extent that this information is necessary for the lawful discharge of public functions-indispensible." 77 Other persons, however, were critical of key elements of both laws. Kamlah, for example, argued that the flow of data within the integrated population information system envisioned by the law was to be determined by the needs-unspecified and potentially unlimited-of the administration and that such a general authorization to collect personal information meant that citizens could theoretically be required to provide practically any information that might conceivably be needed by any office for one purpose or another. Part of what Kamlah was trying to do with his testimony was to gain acceptance for the then-novel notion that the mere collection of personal information itself had to be explicitly authorized by law because it represented an infringement upon the liberty and privacy of the individual, and he warned the committee that problems of public administration "cannot be solved by turning the principles of the rule of law on their heads."
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Public support for the ID number and the information effect that it made possible began to erode across the first half of the 1970s. According to a 1976 survey, 39 percent of the persons surveyed thought that the national ID card would have only positive effects, 11 percent only negative effects, and 27 percent both positive and negative. The same survey showed that 60 percent of the population had never heard of "privacy protection" ðDatenschutzÞ, that only 4 percent claimed to be well informed regarding legislative initiatives in this area, and that people were much more concerned about the misuse of personal information by the private sector than by the government.
provisions, the law would have required the states to establish automated central address registries that were to contain, in addition to basic identifying data, information on the identification documents held by the individual, including the serial numbers of ID cards and passports. This latter provision would have enabled the police and the intelligence agencies to use these serial numbers as ersatz ID numbers to access the state registries.
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This draft aroused widespread opposition, and Gerhart Baum ðFDPÞ withdrew it shortly after he became Interior Minister in June 1978. The BDSG had gone into effect at the beginning of that year, and Baum was both more sensitive to privacy concerns than his predecessor and, after the events of the German Autumn, in a better position to heed these concerns. As a result, the revised Population Registration Framework Law ðMelderechtsrahmengesetzÞ that was submitted to the Bundestag in March 1980 differed in fundamental ways from previous versions. 88 In drafting this law, the primacy of administrative efficiency was replaced, in the words of State Secretary Andreas von Schoeler ðFDPÞ, by the primacy of privacy protection ðDatenschutzÞ.
89 The most important difference was that the new law no longer sought to make the population registries into the foundation for a population information system and, instead, only charged the population registries with the more limited responsibility of collecting the information needed to determine the identity and locality of the nation's residents. In accordance with this formulation, the information that the registries could collect on their own authority was much more limited than the 200-item standard record approved earlier in the decade, and the specific pieces of information they could collect were exhaustively enumerated by the law. While the law permitted the registries to collect the information specifically required to implement certain federal laws, it also followed the informational economy of the BDSG in specifying that any additional information collected to facilitate the administration of other laws could only be used for these specific purposes, rather than for general administrative or planning purposes. Such compartmentalization was the antithesis of the integrated information processing and social planning system that had inspired the original version of the Population Registration Law. This compartmentalization was reinforced by other provisions that authorized the backward reporting of limited identifying information and spelled out the conditions under which the information contained in the registries could be made available to other agencies, including the intelligence agencies. These provisions made this law, which was approved by the Bundestag without major changes in June 1980, and the new tenth book of the Social Insurance Code, which was adopted two months later, 87 Discourse on Privacy Protection in West Germany 351 into the first domain-specific privacy laws that applied the general principles of the BDSG to concrete problems raised by the use of personal information in specific areas of the public administration. 90 Legislative intentions notwithstanding, the privacy implications of the Population Registration Framework Law were anything but clear. On the one hand, the law contained a principle of parsimony stating that the registries should only be assigned auxiliary tasks if these were intrinsically related to their basic mission of identifying and locating the population. However, it also allowed the states to require the registries to collect additional information needed to carry out state laws, and there was nothing in this clause to prevent the states from using this discretionary authority to effectively recreate at the state level a population information system similar to the one that had been rejected at the federal level. On the other hand, many of the states wanted to use this authority to require the storage of the serial numbers of identification documents. While privacy advocates argued that such a provision subverted the intent of the federal law, which had specifically excluded these numbers from the basic information to be collected, such arguments could not easily be reconciled with the National Identification Card Law. This law, which had been approved by the Bundestag in January 1980, prohibited the use of these serial numbers to access information held in computer databases, but it allowed the police, prosecutors, and the Border Police to use them for precisely such purposes.
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"Sagt die Wahrheit ungeniert, ist am Arsche tätowiert"
The transparency project described in the preceding pages succeeded to a large degree. The German population was much more legible to the state at the end of the period under study here than it had been at the beginning. This claim would be even more evident if there were space here to discuss the tamper-resistant, machine-readable ID card and passport that were introduced at the beginning of the 1980s and the controversies that surrounded them.
By the middle of the 1980s the developments described above were beginning to leave their mark on German popular culture. One can get a sense of apprehension regarding the looming surveillance state from the rock singer Udo Lindenberg, who in 1985 released a cheeky song in which he parodied the ostensible virtues of the national ID number. Lindenberg described the ID number as a convenient reminder "in case I forget my name"; it was "both practical and individual"; and it was a perfect way to preserve one's unique identity in a sea of people called Schmidt, Müller, "Udo, Dave or Karl-Heinz." That's why, the stanza concluded, "I'd rather be called D-4718161." But for all of the playful sarcasm that he poured-to a technomusical rhythm-on the ID number and the claims of greater convenience and citizen-friendliness, in the final line Lindenberg insisted in a darker, more abrupt tone that it was no longer possible to dissemble, camouflage, or evade the eye of the state. Everyone might as well go ahead and tell the truth about his or her administrative identity because-via the ID number and the databases to which it is linked-this information was virtually tattooed on the body: "½Sagt die Wahrheit ungeniert, ist am Arsche tätowiert." 92 However, this was not a one-way process. In The Nation-State and Violence, Giddens postulated that the rationalization and intensification of each of the four institutional clusterings of modernity gave rise to social movements directed against the consequences of these processes: a labor movement against the principle of private property, an ecological movement against the disenchantment and exploitation of nature, a peace movement against violence as a mechanism of social organization, and movements seeking to expand democratic participation in order to redress the imbalances of power resulting from the intensification of surveillance. 93 I would argue that the politicization of privacy at the turn of the 1970s represented just such a response to the expanded use of the new information and communication technologies for population surveillance. This new privacy consciousness was first institutionalized in the Hessian Privacy Protection Law, the Federal Privacy Protection Law, and the privacy provisions of the population registration and ID card laws. 94 After the trauma of the German Autumn, concerns about the intensification of police surveillance steadily moved into the political foreground, and in spring 1983 the census inspired a loose coalition of liberals and the Alternative Left, which had developed out of the remnants of the post-1968 New Left, to challenge the prerogatives of the state in the courts and on the streets. These concerns were validated by the December 1983 census decision of the Constitutional Court, which provided a constitutional anchor for the privacy rights set out in the Federal Privacy Protection Law; they were one of the main issues through which the Green Party forged its own political identity during the 1980s; and they have reemerged in modified form-in response to social media and the world wide web-in the Pirate Party, which has been seeking to 92 
